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Abstract

The terminology Internet of Things (IoT) refers
to a future where every day physical objects
are connected by the Internet in one form or
the other, but outside the traditional desktop
realm. The successful emergence of the loT
vision, however, will require computing to
extend past traditional scenarios involving
portables and smart-phones to the connection
of everyday physical objects and the
integration  of  intelligence  with  the
environment. Subsequently, this will lead to
the development of new computing features
and challenges. The main purpose of this
paper, therefore, is to investigate the features,
trends, challenges, and weaknesses that will
come about, as the loT becomes reality with
the connection of more and more physical
objects. Specifically, the study seeks to assess
emergent challenges due to denial of service
attacks, eavesdropping, node capture in the
loT infrastructure, and physical security of the
sensors. We conducted a literature review
about IoT, their features, challenges, and
vulnerabilities. The methodology paradigm
used was qualitative in nature with an
exploratory research design, while data was
collected using the desk research method. We
found that, in the distributed form of
architecture in IoT, attackers could hijack
unsecured network devices converting them
into bots to attack third parties. Moreover,
attackers  could  target  communication
channels and extract data from the
information flow. Finally, the perceptual layer
in distributed IoT architecture is also found to

be vulnerable to node capture attacks,
including physical capture, brute force attack,
DDoS attacks, and node privacy leaks

Keywords -Internet of things, denial of
service attacks, eavesdropping, node capture,
physical attack, vulnerabilities.

I. INTRODUCTION

[oT can be defined as a future whereevery day
physical objects are connected by the Internet
in one form or the other, but outside the
traditional desktop realm [1]. To meet this
challenge, it is expected that sensor network
and RFID technologies will become
increasingly  integral to the  human
environment, in which communication and
information systems will be invisibly
embedded. Subsequently, massive volumes of
data will need to be processed, stored, and
presented in an easily interpretable, efficient,
and seamless form. Kortuem et al [2] argue
that context-aware computation via network
resources and smart connectivity via existing
networks will be critical elements of the IoT.
Some evidences of the evolution towards
ubiquitous communications and information
networks can be seen in the growing presence
of 4G-LTE and WiFi. The successful
emergence of the IoT vision, however, will
require computing to extend past traditional
scenarios involving portables and smart-
phones to the connection of everyday physical
objects and the integration of intelligence with
theenvironment [2]. Ning and Hu state that for
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this to happen, there must be analytics tools
aiming for smart and autonomous behaviour,

pervasive communications networks, and
software architectures that can process
contextual information and convey it

according to relevance, and a common
understanding of users and their specific
appliances [3]. The presence of all three
aspects will be crucial in ensuring the
achievement of context-aware computation
and smart connectivity. At this point, the
Internet will no longer only be accessible from
smart-phones and laptops but will be part of
such objects as cars, ovens, baby monitors, and
TV sets. In addition, the IoT will become
completely integrated into medical and other
critical devices and pervade majority of
sectors. Unfortunately, as with other major
developments in the Internet era, growth in the
IoT technology will be equally matched by
growth in security and privacy concerns [3].
Several researchers are pointing towards
theevolving nature of challenges and
vulnerabilities in various existing loT devices.

This research paper seeks to investigate the
features, challenges, and vulnerabilities facing
the new and dynamic realm of the IoT. The
study is organized into six sections. The
following section exhibits some studies related
to the development of IoT. In section III, we
discussed how emergent IoT technologies
have been used in societies. We studied
Bengaluru as an example. Section IV explains
the problem at hand and the methodology used
in the study. Section V demonstrates the
emergent challenges and vulnerabilities.
Finally, section VI, presents the results of the
study, and offer directions for future research
in loT.

II. RELATED WORK

IoT has the capabilities to make homes and
our life  smarter. These  innovative

technologies provide convenience in everyday
activities, energy efficiency, security, and
comfort [3]. Adding intelligence capabilities
to various environments like homes could
provide increased life quality for the sick and
elderly, for example. Much of the attention in
research has revolved around wireless
technologies that are supportive of remote data
control, sensing, and transfer, such as cellular
networks, RFID, Wi-Fi, and Bluetooth, which
have been used to embed intelligence into the
environment. Kranz et al conducted a study
concerning a Bluetooth-based system that uses
smart-phones sans Internet controllability, in
which physical connection of devices to
Bluetooth sub-controllers was done, followed
by the smart-phone’s control via built-in
connectivity with Bluetooth [4]. Limitations in
the range of operations for the system,
however, meant that it could not cope with
mobility, thus could be controlled only within
the device’s vicinity. Researchers have also
made attempts to provide remote access and
network interoperability to control appliances
and devices in the home through the use of
home gateways, which has seen the
introduction of Wi-Fi based systems that use
web servers based on PCs that manage
connected devices in the home [4].

Karimi contended that the world is entering a
period of IoT computing technology with
great potential to enable the communication
between machines, machines and
infrastructure, and machines and the
environment [5]. His research demonstrates
the IoT as a universal global neural network
based on cloud technology that will pervade
all aspects of human life, which will be
founded on intelligence provided by
embedded processing. The communication
and interaction of smart machines with other
machines, infrastructures, environments, and
objects will result in the generation of massive
data volumes that will be processed into
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actions that can control and command objects
to make lives safer and easier [5].

Goldman Sachs commissioned a research
report into the IoT, which concluded that the
IoT wave of computing would be larger than
the previous two computing waves; the fixed
Internet wave and the mobile wave [6]. The
report posits that the IoT will lead to the
creation of new technology winners and
losers, which will be based on the ability of
companies to adapt to an increasingly
integrated and interconnected world. The
direction of technology adoption and
development will be tilted by the S-E-N-S-E
framework proposed by the report; sensing,
efficient, networked, specialized, and
everywhere [6].

Evans found that IoT has reached the point
where a multitude of sensors and disparate
networks must integrate and interoperate under
common standards, proposing that such an
effort needs academia, standards
organizations, governments, and businesses to
work in tandem. The report also considers
what must happen for IoT to gain acceptance
by the wider public, exploring the effects of
service providers delivering applications that
add tangible value to the lives of people [7]. In
completing the report, the researcher explores
the importance of providing value in human
terms, rather than just being representative of
technological advancement.

The Parametric Technology Corporation
(PTC) explored the IoT in relation to the
manufacturing  industry,  studying its
emergence and effects alongside parallel
innovation of other enabling technologies and
market forces [8]. In the report, the evolution
of purely physical products into complex
systems that combine digital user interfaces,
software, sensors, and processors is
investigated in relation to multiplication of

product capabilities and value creation. In
addition, the report also assesses how the
impact of IoT has transformed manufacturers’
ability to create value and exchange it with
consumers, especially as the IoT shifts
differentiation and value sources towards
service, the cloud, and software, thus creating
new models of business [8].

Miorandi et al refer to IoT as a general term
that encompasses the entire extent to which
the web and the Internet have pervaded the
physical realm, in which spatially deployed
devices are widely distributed and embedded
into physical objects for their identification
through enhanced actuation/sensing
capabilities [9]. The IoT concept envisions a
world in which physical and digital entities
will all be linked, giving rise to a new
generation of services and applications using
relevant and appropriate ICT systems.

Tan and Wang argue that all objects in the
future will have wunique features for
identification that can be interconnected to
create the IoT [10]. Communication, as a
result, will shift from being solely between
humans to communication between humans
and things, which will alter life, as we know it
through theemergence of a ubiquitous
communications and computing era. RFID and
other sensing technologies used for relevant
identification purposes are widely held as a
cornerstone of the coming IoT era.

Weber approaches IoT from the perspective of
an Internet-based global architecture that will
enable trade of services and goods in the
global chain of supply, while also portending a
significant impact on the privacy and security
of all stakeholders involved [11]. In such a
case, there will be need to implement
measures to ensure that the system is flexible
with regards to Internet attacks, privacy of the
clients, access control, and authentication of
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data. In addition, a legal framework must be
set up taking the underlying technology into
account, which Weber contends would be
established best through international
legislation supplemented by both the public
and private sector according to their particular
needs in order to make the architecture more
adjustable [11].

Zhou et al build on this argument by positing
that legislations aimed at IoT regulation
should establish a taskforce to look into legal
challenges facing IoT, make provisions that
support use of IoT mechanisms, rules on
security and legislation of IT, provisions that
restrict or prohibit use of IoT mechanisms, and
the right to information [12].

Roman et al approach IoT in terms of services
that can be provided through centralized
architectures, in which central entities are able
to attain, analyze, process, and provide data
and information [13]. On the other hand,
distributed architectures in which entities
dynamically  collaborate and exchange
information with one another can also be
utilized. To understand the viability and
applicability of such a distributed approach,
Roman et al argue that it is necessary to be
acquainted with its merits and demerits with
regards to its features, as well as privacy and
security challenges [13].

Roman et al argue that in IoT, all physical
objects possess virtual components, which are
able to consume and produce services, while
such connection will result in unprecedented
economies of scale and convenience, it will
also need to be approached with novelty to
ensure ethical use and safety [14]. Indeed, if
IoT complies with security and privacy
requirements, it has the opportunity to become
a paradigm that improves daily life. However,
Roman et al contend that there are significant
issues in such areas as trusted architectures,

self-management, user privacy, identity and
data management, network protocols, and
cryptographic mechanisms that must be
addressed if this is to happen [14].

The realization and concept of IoT will make
the current world an entirely ubiquitous one
because [oT will change people’s perspectives
of the Internet radically by including all
possible physical objects into the network.
According to Zorzi et al, this communications
will occur in the IoT between things, people,
and their environment, especially with the
combination of cloud computing, the Internet,
embedded sensors, real-time localization, and
near-field communications, creating smart
objects out of all physical objects to enhance
understanding and  reaction to their
environment [15]. The IoT concept will
integrate Internet information and services,
resulting in more information, data, and
knowledge being generated and utilized. The
IoT concept has increased in popularity in the
recent years with researchers and scholars
investigating and discussing various aspects of
IoT, while international conferences have
open sessions for specialists and scholars to
exchange opinions, ideas, and experiences
about applications and development of IoT.

Barnaghi et al suggest that IoT must be
semantic oriented, things oriented, and
Internet  oriented, proposing that IoT
architecture is actually made up of three
segments, including the presentation segment,
the middleware segment, and the hardware
segment [16]. The middleware segment
referred to by the researcher is referent to the
cloud environment that is mainly responsible
for storage and computation of data, as well as
data analytics [16]. The hardware segment, on
the other hand, is referent to the connection of
embedded communication hardware or
sensors, while the presentation segment
visualizes data analytics results and interprets
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data in a format that is easier to understand.
Moreover, the IoT should have cooperation
and communication.

According to Yan, wireless sensor networks
will be the critical technology for IoT
applications such as energy saving and home
automation, specifically at the hardware
segment [17]. In these wireless sensor
networks, sensor devices communicate
wirelessly with other devices at the
communication node. Thus, measurement and
communication will be the two critical
functions expected of the wireless sensory
network, in which sensors are deployable in a
dense and random manner at lower costs [17].
In an attempt to increase acceptance of IoT
technologies, models that are reflective of
human willingness to accept the specific
technologies are emerging. Generally, if the
perception of a technology is that it is easy to
use and useful, it is more likely that they will
accept it, although IoT shows increasing
variations and complexities across user types
and domains.

Bassi criticizes the neglect of cultural, social,
and group aspects of decision making in
existing and current IoT models, while also
noting that there is a lack of comprehension
about the self-regulating processes, emotion,
or effect of IoT, especially with regards to
feedback [18]. Alternatively, new technology
uptake can be individually and socially
conceptualized using Roger’s model of
“Diffusion of Innovations”, which suggests
that whether a technology is rejected or
accepted is reliant on how individuals are
made knowledgeable of it and attempts made
to increase acceptance through persuasion
[18]. Following tentative, initial acceptance,
the individuals will experiment with utilizing
the innovation in order to determine ultimate
utility and whether its use is worth pursuing.

Weber and Weber, in their literature review on
ubiquitous monitoring, found that control,
awareness, intrusion, context, trust,
boundaries, and justification are factors that
impact monitoring-related behaviour [19].
They proposed that control, coverage, and
obtrusion are among elements that must be
taken into account in the designing of systems,
as well as data collection frequency and data
integration abilities across sources. Social
dynamics, especially their complexity, mean
that there are particular issues presented in the
home from introducing IoT technologies.
Technology domestication research studies
have taken a qualitatively rich approach,
especially in comprehending how technologies
shift to the home’s private space from the
public domain.

Gaglio and Lo argue that this process is a
transformation from meaningless and cold
products into desirable home applications, in
which consumers get into a struggle for
control, while the devices and applications
become media for negotiating meaning [20].
Reliance on the extensive frameworks and
architecture required in the IoT means that
governmental, commercial, household, and
individual cooperation and agreement would
be required for the functioning of many IoT
technologies. Societal and organizational
advantages can be incentivized to ensure that
the individual gets the benefits, while the role
of leisure and fun in ensuring technology
acceptance must not be forgotten [20].
Simultaneously, the consequences and
acceptance of the IoT applications and
technologies will be reliant on a range of
psychological and social issues. Majority of
existing and envisioned IoT technologies are
present in the home and workplace, including
systems like smart fridges, networked energy
monitors, and activity tracking systems that
operate via tagging of objects. Such systems
will collect detailed data and information
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concerning activities within the home and
about individual activities for those living
together and sharing access to relevant
information [20].

As technologies tasked with capturing data
about individuals become increasingly visible,
data collection outcomes could make new
information forms visible to others around us.
New information alerts, visualizations, and
appliances are part of the vision of IoT, and
smart activity will have its basis in human
actions and collected data, defining and
highlighting  previously =~ unknown  or
ambiguous elements of these actions.
Uckelmann et al, in reviewing existing
dissonance between guidelines on privacy and
data collection forms in IoT systems, argue
that the personal data notion is disrupted,
especially as volumes of data are collected that
do not directly relate to any single individual,
but from which personal data and information
is ascertainable via collation of information
[21]. In addition, there will be less awareness
about when there is collection of data, as well
as how the collected data is to be used. In such
technologies as smart fridges and energy
monitors, it is already evident that a new form
of information appliance is emerging via
which there is display of information at home
level, while different degrees of detail also
exist that can be used in understanding
individual activity [21].

These data also possess the potential to
comprehend individual behaviour and overall
house-hold behaviour. Increasing monitoring
and awareness of individuals is one of the
most obvious uses of IoT data and
technologies. While this may be a point of
happiness for parents and work-place
superiors, Gubbi et al note that surveillance is
a growing point of increasing tension in
various relationships be they parent-child or
employer-employee [22]. Use of IoT in the

home could particularly result in tensions
during adolescence, particularly as individuals
seek to increase and take control of their
privacy and parents seek to maintain data and
information access, as they are anxious of
their children’s welfare. This was the
conclusion reached by Gubbi et al after
studying monitoring of blood glucose using
IoT appliances by parents, finding an increase
in tensions later on in life [22]. As a result,
they conclude that the use of IoT in the
household could proveespecially disruptive.

[oT applications and technologies have also
been found to have potential in caring for
elderly citizens, especially in assistance and
tele-monitoring, although it is crucial to
consider universal privacy needs, as well as
the relationships between care-givers and
family members within the IoT designs. Sun et
al, reported on attitudes to tracking
technologies using GPS, they found that
complex issues emerged regarding how care-
givers and family felt an obligation to spend
long periods monitoring information to make
sure the individual was safe, as well as finding
that the elderly preferred technology
restrictions on the basis of autonomy rights
[23]. Increasing control and awareness seeking
to encourage positive change of behaviour is
another theme that has arisen with the
emergence of the IoT. Such arguments have
proven successful in such initiatives as the UK
government’s intention to use smart energy
monitoring systems for all homes by the year
2020 [23]. However, Kotis and Katasonov
note that such systems are faced with complex
design space, especially by the stakeholders,
including appliance manufacturers,
governments, consumers, and energy suppliers
[24]. loT-based smart energy meters will
beexpected to share information inside and
outside the household and research is
suggestive of the fact that social influence will
be critical in encouraging change in behaviour,
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as well incentivizing the wuse of IoT
applications. Increasing the information that is
available across diverse sectors, therefore, will
cause the emergence of new tensions;
particularly as loT-related companies pursue
consumer behavioural change.

Su et al, in an analysis of various interventions
seeking to ensure households were made more
aware of their energy use, concluded that some
of the participants became increasingly
uncomfortable and over-conscious about their
usage of energy [25]. As such, it is evident the
positive intentions of the IoT aimed at
improving lives and creating positive
behaviour change can cause the emergence, in
some cases, of negative psychological and
social outcomes.

1. THE INTERNET OF THINGS IN
INDIA

Indian markets growing at a faster rate than
any other Asian markets. It is well known that
regional spending on IT stands at $211 billion
in 2015, which will rise to $243 billion by the
year 2019 driven by such areas as big data,
smart government, mobility, and the 10T[26].
In the IoT, the momentum is being driven by
consumer and business demand, ongoing
development of smart homes and cities,
enhanced connectivity infrastructure, and an
increasingly connected culture. The Bengaluru
has become a regional hub and a gateway for
companies attempting to access the Indian IT
market. The local governments in the state of
Karnataka, particularly in Bengaluru, has
recently sought to convert the wholecity into
one connected, smart city using smart devices
and sensor technology. These technologies are
expected to be used across three tracks,
namely: tourism, life, and economy [26].

Karnataka’s  government  has
announced plans to convert

recently

the entire

Bengaluru city to a smart city, representing
exciting times for consumers ahead. This
project will use smart devices and sensors in
three main areas, which are Smart Life, Smart
Economy, and Smart Tourism. The Smart Life
aspect of the project deals with energy
services, public utilities, communications,
transport, education, and health. For the Smart
Economy aspect, it involves development of
smart stock exchanges, port services, smart
companies, and smart jobs [26]. Finally, the
Smart Tourism aspect involves the provision
of convenient and smart environments for
visitors to Bengaluru, including smart hotel
services, smart gates, flight services, and visa
services.

The momentum of IoT in the Karnataka state
has been driven by various factors, most
importantly the continued demand by
consumers and businesses, which means that
the demand for more IoT solutions will
continue [26].

IV. THE PROBLEM
METHODOLOGY

AND

According to Kranz et al [4], cyber-security
incidents cannot be escaped and, as such,
society must prepare and plan for them,
especially in the IoT wave of computing.
Private and governments sectors will come up
against more sophisticated, diverse, and
broader cyber threats than before. As IoT
becomes the new norm, these entities will have
to develop and test their response plans to
cyber-security incidents, while also monitoring
their networks, assuming that breaches have
occurred. This threat is especially magnified
by the increasing pervasion of the IoT as more
devices become connected to the web and the
Internet. The IoT magnifies privacy and data
security challenges with regards to protecting
devices connected to the Internet [4].
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The focus of this study is to look at the
distributed approach architecture of the IoT as
it is expected that challenges will emerge
related to Denial of Service attacks taking
place, while eavesdropping over the Internet
connections may also pose unique challenges
to the IoT architecture.

V. METHODOLOGY

This research study used the qualitative
paradigm of research, due to its concern with
process and outcomes, rather than outcomes,
which are more important to this study as the
IoT is still evolving. By using the qualitative
paradigm of research, it will be possible to
uncover various issues concerned with
perceptions and experiences about the use of
IoT in the future [27]. An exploratory research
design was also used for the current research
study, mainly due to the fact that there are few
studies dealing with the features, weaknesses,
and challenges of IoT. As a research area that
is in its preliminary phase, an exploratory
design enabled the researcher to gain insight
into the challenges facing the IoT [28].
Moreover, exploratory research design also
provided us with the opportunity to clarify and
define new ideas as the IoT concept becomes
more familiar.

Desk research was used as the method of data
collection, in which Internet searches were
done for the features, challenges and
vulnerabilities of using the IoT. Some of the
resources searched included white papers,
analytical reports, websites, and journal
articles, after which data collected was cross-
referenced and collated. In searching for
resources, the search words used included
“features of the Internet of Things”,
“challenges of the Internet of Things”,
“weaknesses of the Internet of Things”,
“Denial of Service attacks in the Internet of
Things”, “Eavesdropping challenges in the

Internet of Things”, and ‘“node capture
challenges in the Internet of Things”.

After accessing the resources, some were
excluded on the basis that they lacked
relevance, while those published before 2008
were also excluded because of the dynamic
and evolving nature of the IoT. The final
resources were then scoured for information
that sought to answer the research questions,
after which the data was analyzed using the
grounded theory analysis. This resulted in the
coding of data collected from the resources
using features and challenges as the main
codes. This was followed by grouping of these
codes into categories, which included
challenges related to DoS attacks on the IoT,
challenges related to eavesdropping in the IoT,
and challenges related to node capture in the
loT.

VI.EMERGENT CHALLENGES AND
VULNERABILITIES TO 10T

We have identified the following challenges
and vulnerabilities to IoT:

1) Denial of Service Attacks in the
Internet of Thing: As more devices
move towards IP-enabled status, they
are contributing to a pool of things that
are easily recruited into such platforms
as botnets, which can be utilized for
distributed attacks [17]. The use of
distributing attacks makes the tracing
of attack sources more difficult, while
also making it easier to overwhelm
devices and applications that are
targeted. For instance, distributed D0S
have become a choice mode of attack
for blackmailers and activists. Yan
mentions Simple Network Management
Protocol attacks as a special form of
DDoS attacks, which allow malicious
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attackers to hijack network devices that
are not secured, such as sensors,
cameras, printers, and routers, using
them as bots in the attack of third
parties [17]. This form of DDoS attack
is a concern due to the fact that it
increases the number of devices under
the risk of being compromised, as well
as because such remote devices as
sensors and printers are less likely to
be properly secured and managed,
which makes them easier to exploit.
Simple Network Management Protocol
(SNMP) utilizes userdatagram
protocol, which is a stateless protocol
liable to IP spoofing. Zhou et al
identify the reflection DoS attack that
uses SNMP as a form of amplification
attack, due to the fact that SNMP
requests lead to responses that are
typically thrice as large as would be
expected normally before [12]. Thrice
as large means that the number of
responses from protocol requests is
three times what they would normally
be. An attacker, therefore, could port-
scan an array of IP addresses with the
aim of identifying SNMP hosts that can
be exploited before sending an SNMP
request utilizing the target servers’
spoofed IP address to the identified
hosts, after which the replies from the
host saturate the bandwidth of the
target, thus rendering it unavailable.
There is a significant amplification of
the traffic’s response size, making the
SNMP vector of reflection attack a
substantially powerful force [3].

Roman et al argues that the protection
from  DoS attacks  takes  the
identification of all devices that can be
accessed through one’s network,
whether they appear to be sensitive or
not, and to manage them properly [13].

2)

Remote access to devices and
management of devices, while bringing
great convenience, adds trade-offs that
must be secured and managed.
Typically, the limited computation and
tight memory of physical things means
that they are open to resource
exhaustion attacks [13]. It becomes
possible for attackers to send requests
continuously for processing by specific
devices, in effect depleting their
resources. In the IloT, this becomes
particularly dangerous if the attacker
uses a Line Link Network (LLN) to
target a resource-constrained device
while located in the backend.
Moreover, Zorzi et al also found that
physical jamming of communication
channels could be used to launch DoS
attacks, which would disable
communication  channels  between
things [15]. Finally, it was also found
that using large amounts of packets to
flood the network could also disrupt
network availability [15].

Eavesdropping in the Internet of
Things: It was found that passive
attackers could target communication
channels such as the Internet, local
wired networks, and wireless networks
to retrieve data from the flow of
information [10]. Obviously, should an
internal  intruder access  specific
infrastructure, they can then retrieve
information  flowing  across  the
infrastructure. While there are security
measures aimed at protecting data and
information, the possibility that an
intruder could access the system and
hijack data is real. One of the greatest
challenges  to  the  large-scale
acceptance of the IoT from the
perspective of the user iS about data
control. Tan and Wang indicated that
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caution must not be confused with data
ownership [10]. The IoT will lead to a
situation where the access and control
of data is more important than
ownership of information. How access
to the information flows in the IoT is
allowed is expected to be a slippery
slope. While there are some overall
advantages to enabling this access,
such as the ability of Google Trends to
predict cases of Flu outbreak
accurately, Roman et al still contend
that the access to personal data on the
1oT carries massive challenges [14].

Another challenge that will face the
development of the 1oT is data sharing.
In the IoT paradigm, data is all-
important, although provisioning of
data is the result of a social contract
between the customers and
corporations [18]. The corporations
will provide a nominally-priced or free
service, which they exchange for the
personal data of the customer. This
data can then be used in the further
development of services and products
that fulfill the needs of the consumer,
as well as sold to marketers and
advertisers. It is possible to use third
party applications that are based on
the core service, especially in
poaching customers and their related
data from applications like these. For
large corporations and established
networks, this could become
detrimental as a practice since these
applications could eventually poach
clients. Large corporations, in such
scenarios, — must  balance  their
commercial considerations with their
open source approach [18].

3) Node Capture in the Internet of
Things: Things like streetlights and

household appliances are located
physically in specific environments
and, rather than destroying them,
active attackers may attempt to extract
information contained by the things.
Instead of the things, the active
attacker  could also target the
infrastructure that is used to store
information, including data storage
entities or data processing. If, on the
other hand, the actual intelligence in
the IoT is distributed, different entities
will be used to create and process the
information, meaning that attackers
must improve their efforts to control a
similar amount of resources [19].
However, it was found that resource
distribution acts as a double-edged
sword. If attackers are interested solely
in a particular piece of information,
they can target systems managing the
specific information located in central
entities. Indeed, attackers could utilize
a guerrilla strategy to take control
gradually of small portions of one’s
network, covertly affecting the entire
system. In addition, node capture
attacks are more dangerous because
there is more logic integrated into the
things. Perceptual nodes within the
perceptual layer normally create a
dynamic distribution ad hoc network

[19].

Due to the limitation of node
resources, distributed organized
structure, and  dynamic  network
typology change, the perceptual layer
leads to various threats, including
physical capture, in which many nodes
are deployed statically and can be
captured easily by attackers, becoming
physically compromised [24]. Another
threat comes from brute force attack,
especially where resource storage
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ability and sensor node computation
are limited, making them vulnerable to
brute force attacks. In addition, the
structure of hardware for some
perceptual nodes is easy to understand
and simple, making it easier for
attackers  to  copy it,  while
authentication is difficult in the
distributed  environment  enabling
malicious nodes to utilize fake
identities for collusion or malicious
attacks. Routing attacks are also
possible in the IoT, especially where
data relay and forwarding exist in the
perceptual data collection process,
making it more likely that intermediate
nodes may attack the data during
forwarding [24]. The nodes are also
vulnerable to trapping under DoS
attack because of their finite ability of
processing, while attackers can also
actively or passively steal sensitive
information present in the node, which
Evans [7] refers to as node privacy

leaks.

Physical Security of the Sensors:
Physical attacks could also destroy
sensors in loT devices physically or
even make them inoperable
permanently, which would pose a clear
challenge  to  security  related
applications [29/. For example, an
attacker could enter the house where
the sensor is kept and detect inherent
electronic or physical sensor signals
through the use of signal-detection
equipment with the signals being
radio, heat, magnetic, visual, and other
electronic signals. The attacker could
then determine where the sensors are
positioned based on the properties of
received signals, after which they may
physically disable, destroy, or steal it.
Physical  destruction  could  be

accomplished using heat, physical
force, or tampering with the circuit on
the sensors, rendering the sensor non-
functional. In addition, it is easy to
launch physical attacks using low
technology and effort and the ease of
executing such an attack, along with
the vulnerability of sensors, especially
small-sized ones, to physical disabling
or destruction makes this kind of attack
inevitable for sensor networks in the
IoT. Because the attacker is in close
proximity to the sensor network in this
kind of attack, they have opportunities
to react to defense mechanisms applied
by the owner, unlike such attacks as
eavesdropping [29].

VIl. CONCLUSIONS AND FUTURE

WORK

This study has explored various challenges
and weaknesses of IoT technology use,
especially as they continue to pervade
everyday life. From the results of the study, it
is evident that, while the IoT will make life
easier, there are significant challenges in its
use. One of these challenges has to do with
DoS of attacks in a distributed architecture
approach, which can be used by blackmailers
and activists to hijack unsecured network
devices like sensors and routers and using
them as bots to attack third parties. Due to the
high number of devices under risk of a DDoS
attack, coupled with the fact that these remote
devices are less likely to be properly secured
and managed, they are easy to exploit.

Another challenge has to do with
eavesdropping over the IoT network,
especially as  attackers could target
communication channels to extract
information and data from the flow of

information. In addition, it was also found that
node capture is a threat to the 10T; particularly
where node resources are limited, where there
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is a distributed organized structure, and a
dynamic change in network typology. The
perceptual layer results in various threats,
including physical capture, brute force attack,
DoS attacks, and node privacy leaks. Finally,
physical attacks on the sensors could also
threaten to bring down the entire sensor
network by destroying, disabling, or stealing
the sensors.
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