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Abstract— Cybersecurity plays an important role in day to day 

life. Hackers try to decrypt the code. The hashing function is 

defined in such a way so that it cannot be inverted. Various 

methods to decrypt has been developed but there are some 

encryptions which are difficult to decrypt. These paper discusses 

about decrypting code which has been encrypted using hash 

function using newton difference formula for unequal spacing 

Index terms- hashing, prehashing, newton difference formula, 

cybersecurity. 

I. INTRODUCTION 

 

Cryptography is a powerful to protect information for 

computer system. Various 

encryption methods are hashing, symmetric methods and 

asymmetric methods. 

 

Hashing: Before hashing prehashing is done in which any 

data type is converted to integer.Hashing is a mapping from 

key to value. Hashing creates a unique, fixed-length signature 

for a message or data set. Each “hash” is unique to a specific 

message, so minor changes to that message would be easy to 

track. Once data is encrypted using hashing, it is difficult to be 

reversed or deciphered. 

 

Symmetric encryption: Symmetric encryption’s job is to 

take readable data (“plaintext” 

in crypto parlance), scramble it to make it unreadable 

(protecting it from prying eyes while it’s being stored on a disk 

or transmitted over a network), then unscramble it again when 

it’s needed. It’s generally fast, and there are lots of good 

encryption methods to choose from.  The most important thing 

to remember about symmetric encryption is that both sides—

the encrypter, and the decrypter—need access to the same key. 

 

Asymmetric encryption: Asymmetric encryption also 

takes readable data, scrambles it,and unscrambles it again at 

the other end, but there’s a twist: a different key is used foreach 

end.  Encrypters use a public key to scramble the data, and 

decrypters use the matching private (secret) key on the other 

end to unscramble it again.The purpose of this paper to find the 

key for the values of inverse hash function. 

 

Newton Forward Difference method 

 

• We assume equi-spaced points (not necessary) 
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forward or backward difference formulae . If the value of 

the independent variable is closer to the starting numbers of 

table newton forward difference formula is used 

otherwise if the value of the independent variable is closer 

to the ending numbers of table newton backward difference 

formula is used. 

II. IMPLEMENTATION: 

A code in c has been written and tested that actually found 

the keys for values in mapping without knowing the inverse 

hash function. 

III. CONCLUSION 

We have seen various methods of encryption and seen 

interpolation of a function using Newton difference formula 

can be used as an effective tool to find the approximate values 

of a function at any point. We have also seen how by finding 

approximation value of unknown inverse hash function a text 

can be decrypted which is encrypted using hash function. So, 

this method can be used as a powerful tool in cryptanalysis. 
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