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Abstract—— Information system provides various details
about various aspects of the system such as resources, assets
which help to make an efficient analysis and to take better
decisions. To develop an application, various security measures
have been taken like authentication, validations, session
management and also the development of single page web
application by using the multi-tier web architecture which offers
high performance and many perks over the standard multi-page
web application. Manpower Information deals with information
regarding employees in an organization. Our paper focuses on
developing SPA for handling this manpower information at a
large scale. We have used ExtJS on the client-side and servlets on
the server side with MongoDB as the no-SQL type database.

Index Terms— SPA, NOSQL, MongoDB, ExtJS.

I. INTRODUCTION

Information growing exponentially in the digital world and
varies from one organization/department to another. This
information shall be related to asset, resources, manpower etc.,
requires an efficient information system to manage such data.
In this paper we are presenting a use case of design and
development of manpower Information management system to
manage the information regarding employee profile, skill sets,
memberships, assets, joining and retiring dates, awards,
achievements etc. Secure coding practices were followed
during the development. Manpower information deals with
information of the employees of the organization. This
information once exploited can play a huge role in
understanding the organization’s workforce and provide
significant insights into them. This information helps to build
analytics of the employee profile to take some decision. The
software was designed using Single Page Application (SPA)
development approach to host on the web. There is hundreds of
framework out there which supports the development of SPA
but ExtJS, a JavaScript framework, stands apart with its rich
library of interactive and visually appealing components. It is
built as an add-on library with the inclusion of interoperability

with Jquery and prototype. It provides cross-platform browser
compatibility and is excellent for managing and handling
information through its grid components. Various security
measures can be incorporated into SPA such as encryption,
DBA authentication, and IP authentication. Encryption plays
an important factor in ensuring security by encrypting the
parameters passed to the server. DBA authentication ensures
the security by providing the credentials to access the
application. IP authentication ensures security by blocking all
the unauthorized IP addresses i.e., IP’s other than that of an
organization.

MongoDB is used to store the data, which is an open source
Nosql type database wherein it stands for "not only SQL".
Since it’s not relational, it doesn’t store data in the table form
rather; data is stored in the key-value pair. These Nosqgl type
databases are schema-less which reduces the complexity and
also stores any kind of data which may be structured,
unstructured or semi-structured. From analysis and with
various testing MongoDB proved it resists the SQL injection.

Il. METHODOLOGY

In our project we have used the technique of full stack
development, where to avoid complexity and to use the codes
or data redundantly and efficiently. [6] Model-View-Control
(MVC) architecture was followed with clear distinction
between client and server side implementations.

An ExtJS framework used to design and develop Single Page
Web App for all client side modules — Login, Profile view,
add, modify. And all server side modules (business logic)
were developed using java, servlets and open source libraries.

The architecture on which we have implemented is multi-tier
web architecture.
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Figure 1: Multi-tier web architecture

From the figure 1, the multi-tier web architecture we
have three consecutive layers. The first layer is the
presentation/application layer; the second layer is connection
oriented layer where we are implementing a Java servlets. The
third layer is the database layer where the data are stored.

In the first layer the Ext Js, the JavaScript framework
plays an important role to create a single page application,
which has the beautiful user interface Ul components and
provides a high performance data exchange and data sharing
feature. The design will limit the application structure to fit
into only a single html page and also it compresses the
navigational capabilities. This kind of structure will increases
the performances of the application and also makes the
development easier. This application will manipulate the data
and also will control the flow in a single page which more
effective and makes web application the feature rich and
content rich application.

In the second layer, which is an application layer, web
server will be serving all user requests. All modules were
bundled into web archive and deployed in the web server.

To address the dynamic schema, and to store
unstructured data, Nosql database was found suitable. The
advantage of Nosql is that it supports the nesting levels at
maximum level of the documents redundant operations will
not matter in these kinds of databases. If these techniques are
practiced then the database performance will be high.

This web application is been deployed in the secured
cloud, where unauthorized end-users cannot access the
application.

Algorithm
Step 1: Create a login Page, for authentication.
Step 2: Perform the security checks.
Step 3: If authentication fails, print invalid credentials.
Step 4: If authentication succeeds, dashboard appears
which describes the analytical part of the data entered.

Step 5: Home page exists which it consists of minimal
information in a grid panel.

Step 6: Provide an update option to update the data.

Step 7: If required, go to insertion form fill the data.

Step 8: If new user, ask to fill the data compulsorily.

Step 9: When the data is filled in the insertion form, update

the home page.

Step 10: Logout
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Figure 2: Flow Chart of the Application
I1l. SECURE CODING PRACTICES

A. Encryption to provide security

All users can access the application by using login
credentials which are given by the DBA. Once the user gets
authorization from the admin he or she is allowed to login to
the application and perform various tasks. All data received at
the server are validated at the server. The login password
information is stored in encrypted form. These server side
validations prevent the middleman attack.
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B. Validation at server side to prevent malicious

In this information era, no web application is secured. The
confidential information shared between the web applications
may be vulnerable to various attacks. The database is the
target for the attackers to modify the information. To get rid of
malicious attacks validation is being performed on all the data
in every request, where data cannot be miss-interrupted. In
addition to server side validation, client side validation also
performed on each and every data. Any user may enter invalid
data to cause the injection flaw. It is very difficult to identify
the bug while testing. A small snippet may enter by the
unauthorized user, which leads to the data misinterpretations.
To prevent the injections the best option to use of white list
input validation.

C. Session management

A Session a timeline between entry and exit (login to
logout) will be created on successful login authentication. Each
session has a unique session id which will be used to identify
the session. Session id also is used to keep track of the
authorized users from the beginning of the request. The login
authentication guarantees the capacity to distinguish the user
on any consequent requests and also having the capacity to
apply security access controls, approved access to the client
private information, and to expand the convenience of the
application. It prevents any unauthenticated users from gaining
access to the web application. The timestamp may be grouped
with the session ID and then stored in a hash form thus
providing another level of security. This prevents the attackers
to access the session ID. If redundant attempts are made on the
encrypted session ID, the user will be not allowed to login to
the application.

IV. RESULTS AND DISCUSSION

The outcome is a Single page web application, which consists
of the various heterogeneous data in a single system say
centralized system. This manpower information allows
performing operations on it and generating useful insights on
it.

This cloud based web application ensures that the information
is accessible within the scope of organization and is not
vulnerable to any malicious attack.
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Figure 3: Dashboard analytics

Figure 3 illustrates the analytical part regarding the

employee details. By viewing this analytics some decision
can be take or made.
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Figure 4: Data Grid

Figure 4 illustrates the list of employees with their minimal
information and also with various menu options.
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Figure 5: Test Simulation Graph

Figure 4.3 illustrates the efficiency of the application
considering different feature like deviation, throughput and
median. From the figure, it is clear that the application runs
efficiently.

V. CONCLUSION

We have proposed the solution which restructures the
traditional web application to single page application. Our team
has explored various techniques, design patterns and
methodology to implement the software. This software
developed, deployed and works as a centralized information
system with analytics. By considering manpower information
in an organization in different data centers, we have collected
the data in offline and populated in the DB. Synchronization
with all databases located at different locations was proposed
and accepted.
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