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Abstract—The cloud computing technology is providing the
present world with the improved methods of storage,
performance of an application and computation. Cloud
computing could be described as on-demand availability of the
resources of computer system, specifically the data storage as
well as the computing power, deprived of any kind of direct
active management by users. The opportunities and challenges
that are associated with the cloud computing technology will be
discussed within the paper.
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1. INTRODUCTION

Cloud computing could be described as on-demand
availability of the resources of computer system, specifically
the data storage as well as the computing power, deprived of
any kind of direct active management by users. This terms is
commonly utilized for describing the data centers accessible
for several users over internet. The large clouds that are
predominant in the present times, frequently have the functions
that are distributed over the several locations from the central
servers. This report intends to analyses the cloud computing
aspects and determine the major issues and challenges of the
cloud computing technology.

II. DISCUSSION

A. Cloud computing

The cloud computing technology is the versatile technology
that has the ability of supporting the broad-spectrum of
various applications. The significant low cost of the cloud
computing as well as the dynamic scaling makes this
technology the major innovation driver for the small
companies, specifically in developing world. The applications
of SCM, applications of CRM, medical applications and the
ERP system deployed over the cloud technology possess the
extensive potential of reaching more than millions of users.
The cloud computing technology is the model that is used to
enable the convenient, on-demand access to the network to
any shared pool of the configurable resources of computing
that could be rapidly provisioned as well as released with the
minimum effort of management or the interaction of any
service provider [1]. The cloud computing technology has
presently emerged as the popular solution for providing the
cheap as well as the easy access to the externalized IT
resources. The increasing number of the organizations

significantly benefits from the cloud computing technology
for hosting the application. The most common deployment
strategies of the cloud storage are the public cloud, private
cloud, hybrid cloud and the community cloud. The common
delivery models of the cloud computing technology are the
SaaS, TaaS and the PaaS. With the help of extensive
virtualization, the cloud computing technology has the ability
of addressing the similar physical infrastructure that is
required by any large client base with the various
computational necessities [2]. When this technology is
compared to the other technology, it could be observed that
this technology is mainly service oriented and not application
oriented and it has the ability of offering the on-demand
virtualization resources as the measurable and the billable
utilities.

B. Characteristics of cloud computing

There are several characteristics that makes the cloud
computing technology beneficial for the users, such as:
On-demand self-service: The consumers who are using the
cloud computing technology could unilaterally provision the
abilities of computing, like the server time, as well as the
network storage as required automatically deprived of needing
any kind of human interaction with the each of the provider of
cloud services [3].

Vast network access: The capabilities of the cloud computing
is made available across the network and it could easily be
accessed with the standard mechanisms that promotes the
utilization by the heterogeneous thin or the think client
platforms.

Resource pooling: the computing resources of the providers
are extensively pooled for serving the multiple consumers who
are using the multi-tenant model with the various physical as
well as the virtual resources that are dynamically assigned and
even reassigned as per the demands of the customers. There is
significant sense of the location independence in that
subscriber commonly has minimum control or the knowledge
over exact location of provided resources but might have the
ability of specifying the location at any higher level of
abstraction [4].

Swift elasticity: The capabilities of the cloud storage could be
swiftly as well as the elastically provisioned, in the some
situations automatically, for easily scaling out and swiftly
released for easily scaling in. For the consumers, all the main
capabilities accessible for provisioning frequently appears
unlimited as well as could be easily purchased in the quantity
at any particular time.
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Measured service: The cloud systems has the ability of
automatically controlling as well as optimizing the use of the
resources by the leveraging of metering capability at
significant level of the abstraction that is appropriate to kind
of the services [5]. The usage of the resources could be easily
controlled, monitored as well as the reported and it allows the
extensive transparency for the both consumer as well as the
provider of used services.

C. Cloud computing opportunities

There are vast opportunities of the cloud computing sector that
is offered to the IT industry [6]. The cloud computing
technology is mainly concerned with delivery of the IT
capabilities as the service on three basic levels, which are the
infrastructure, platforms, as well as the software. By offering
the effective interfaces on the three levels, various kinds of
customers are addressed by the cloud, which are:

End consumers: These kinds of consumers primarily use the
services of SaaS layer over any web browser as well as the
fundamental offerings of laaS layer, for example the storage
of significant data leading from usage of SaaS layer [7].
Business customers: These kinds of customers accesses all the
three layers, that are the IaaS layer for enhancing their
respective infrastructure with the additional resources on
extensive demand, PaaS layer for gaining the ability of
running their respective application in the cloud and finally
the SaaS layer for taking the significant advantage of the
accessible applications provided as the services.

Independent software vendors and the developers: The
independent software vendors that develops the applications
are considered to be provided the facilities of the SaaS layer of
the cloud. Commonly, these kind of service mainly accesses
the PaaS layer and using the PaaS layer indirectly, they access
the IaaS layer and they are present on SaaS layer with the
applications [8]. Commonly, for all the various types of the
customers of cloud, the cloud technology provides the major
opportunities that are referred as the X-as-a service offerings.
When the usage is considered from the viewpoint of users, the
payment model that is based on the utility has been considered
to be the major benefits of the cloud computing technology.
There is no additional need for any kind of up-front
infrastructure investment, as the main investment is done in
the software licenses and there is no risk on the unused but the
paid software. Therefore, the capital expenditure has been
turned in the licenses and the investment in the hardware
infrastructure as well as the associated maintenance by the
staffs of the vendors into the operational expenditure. The
users of any cloud service solely, utilizes the volume of
required IT resources that are actually required by them and
solely they pay for volume of the IT resources that are being
actually used by the customers [9]. At the similar instance, the
users could take extensive advantage of the flexibility as well
as the scalability of the cloud. The cloud computing allows the
casy as well as the fast scaling of the needed demand
computing resources on the demand.

D. Cloud computing challenges

Even though the cloud computing technology provides several
benefits to the consumers, there are various challenges and
issues of cloud computing that are required to be considered
by the consumers and the vendors [10]. As the majority of the
economics is connected with the field, it would be better if the
issues have been resolved as soon as possible. Some of the
prominent issues of the cloud computing technology are:

1) Security:
When the users are using the cloud based services, one party is
completely entrusting their sensitive data to any third party for
the security and storage. The main security concern that is
developed in this situation is that does the cloud based
company have the proper resources and the security protocols
for securing the data of the customers. The cloud computing
technology presents the particular challenges to the privacy as
well as the security. It is recommended that the users should
back up the data, check for any kind of data errors, and finally
defend against the security breaches. Another security concern
among the cloud consumers is that as soon as the data has
been entrusted to any cloud based services, which are the
third-parties are they sharing the information with [11]. The
sourcing of cloud mainly includes the utilization of several
services, and several cloud based services provides the
services to one another, and therefore the products that are
cloud based might be required to share the information with
the third parties if they are connected in the processing or the
transferring of the information. The cloud based vendors
might share this information with any of the advertisers. The
security aspect of the cloud technology is the prominent threat
to users of the cloud storage.

2) Performance:
It has been observed that in the present times, the cloud
computing technology suffers from extensive performance
issues. The cloud provider should ensure that performance of
the services that is being provided should remain similar all
through. There might be breakdowns in the peak times, the
internal flaws, as well as the arising of technical snags. The
load balancer, high end servers as well as the data replicators
are required to be installed when it is required [12].

3) Availability:
Although the cloud ensures that services is provided
24X7X365, the cloud outages happens often in the cloud
storage. The outages could be scheduled or even unscheduled.

4) Costs:
The cost of the cloud computing technology is significantly
high because of the requirements of always on connection and
the utilization of huge amount of the data back in-house.

5) Regulatory requirements:
What kind of legislative, regulatory, judicial as well as the
policy environments are the cloud based information subjected
to? This is another issue of the cloud computing technology
that is hard in ascertaining because of the decentralized as well
as the worldwide framework of internet and the cloud
computing [16]. The information that has been stored by the
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cloud services has been observed to be subjected to the legal,
policy as well as the regulatory environments of country of the
domicile of cloud services and the country in which the
establishment of the server infrastructure has been done. This
particular issue has been found to be the most complicated
issue by the consideration of the fact that some of the data in
the transit might be also regulated by the governing bodies
[13].
6) Quality of service, bandwidth and the data limits:

The cloud computing needs the appropriate broadband of
the considerable speed whilst several websites are extensively
usable on the non-broadband connections or the slow
connection of broadband, the cloud applications are frequently
not usable [14]. The connection speed whose range in the
within the Mb/s and GB/s is required for using the service of
the cloud technology. Another vital aspect are the quality of the
services, which are the indicators that includes the amount of
time when there is a drop in the connections, the response time
and ranges of delays in processing of the network data as well
as the loss of the data [15].

III. CONCLUSION

Therefore, it could be concluded that the cloud computing
technology has allowed the extensive simplification of the data
storage and data security for the users. Presently, there are
various interests as well as concerns with the cloud computing
technology. From the perspective of the technology, there are
various interesting technical issues that are required to be
solved. From the perspective of the service or consumers, there
are significant stability, usability as well as the reliability issues
that are required to be solved. The users of the cloud
computing technology are facing the major issues that are
required to be eliminated for ensuring that extensive data
security is provided to the users. For staying connected, for
remaining meaningful, for growing in service spaces, the cloud
providers are required to improve the service and strong cloud
implementations. While considering the other perspective,
presently, the world has been poised for exploding with the
innovative devices that would be significantly desperate for the
technology that is offered by the clouds.

REFERENCES

[1] Stergiou, Christos, Kostas E. Psannis, Byung-Gyu Kim, and Brij
Gupta. "Secure integration of IoT and cloud computing." Future
Generation Computer Systems 78 (2018): 964-975.

[2] Varghese, Blesson, and Rajkumar Buyya. "Next generation
cloud computing: New trends and research directions." Future
Generation Computer Systems 79 (2018): 849-861.

[3] Li, Ping, Jin Li, Zhengan Huang, Chong-Zhi Gao, Wen-Bin
Chen, and Kai Chen. "Privacy-preserving outsourced

classification in cloud computing." Cluster Computing 21, no. 1
(2018): 277-286.

[4] Bose, Matthias, and Florian Rockenbach. "Internetrecht:
Vertragliche und datenschutzrechtliche Besonderheiten beim
Cloud Computing." Monatsschrift fur Deutsches Recht 72, no. 2
(2018): 70-74.

[5] Abdel-Basset, Mohamed, Mai Mohamed, and Victor Chang.
"NMCDA: A framework for evaluating cloud computing
services." Future Generation Computer Systems 86 (2018): 12-
29.

[6] Gai, Keke, Meikang Qiu, and Hui Zhao. "Energy-aware task
assignment for mobile cyber-enabled applications in
heterogeneous cloud computing." Journal of Parallel and
Distributed Computing 111 (2018): 126-135.

[7] Jouini, Mouna, and Latifa Ben Arfa Rabai. "A security
framework for secure cloud computing environments." In Cloud
security: Concepts, methodologies, tools, and applications, pp.
249-263. 1GI Global, 2019.

[8] Du, lJianbo, Ligiang Zhao, Jie Feng, and Xiaoli Chu.
"Computation offloading and resource allocation in mixed
fog/cloud computing systems with min-max fairness
guarantee." IEEE Transactions on Communications 66, no. 4
(2018): 1594-1608.

[9] Akherfi, Khadija, Micheal Gerndt, and Hamid Harroud. "Mobile
cloud computing for computation offloading: Issues and
challenges." Applied computing and informatics 14, no. 1
(2018): 1-16.

[10] Ooi, Keng-Boon, Voon-Hsien Lee, Garry Wei-Han Tan, Teck-
Soon Hew, and Jun-Jie Hew. "Cloud computing in
manufacturing:  The  next industrial revolution in
Malaysia?." Expert Systems with Applications 93 (2018): 376-
394.

[11] Kumar, P. Ravi, P. Herbert Raj, and P. Jelciana. "Exploring data
security issues and solutions in cloud computing." Procedia
Computer Science 125 (2018): 691-697.

[12] Amin, Ruhul, Neeraj Kumar, G. P. Biswas, Rahat Igbal, and
Victor Chang. "A light weight authentication protocol for IoT-
enabled devices in  distributed Cloud Computing
environment." Future Generation Computer Systems 78 (2018):
1005-1019.

[13] Fu, Jun-Song, Yun Liu, Han-Chieh Chao, Bharat K. Bhargava,
and Zhen-Jiang Zhang. "Secure data storage and searching for
industrial IoT by integrating fog computing and cloud
computing." IEEE Transactions on Industrial Informatics 14,
no. 10 (2018): 4519-4528.

[14] Ibtihal, Mouhib, and Naanani Hassan. "Homomorphic
encryption as a service for outsourced images in mobile cloud
computing environment." In Cryptography: Breakthroughs in
Research and Practice, pp. 316-330. IGI Global, 2020.

[15] Senyo, Prince Kwame, Erasmus Addae, and Richard Boateng.
"Cloud computing research: A review of research themes,
frameworks, methods and future research
directions." International Journal of Information
Management 38, no. 1 (2018): 128-139.

[16] Wang, Huaqun, Zhiwei Wang, and Josep Domingo-Ferrer.
"Anonymous and secure aggregation scheme in fog-based

public cloud computing." Future Generation Computer
Systems 78 (2018): 712-719.

160|Page



